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The widespread use of deepfake technology becomes apparent on a global scale, with a
significant presence of adult women in the industry highlighting its extensive use. Using
Kantian framework, this study explores the ethical violations of deepfake technology in
the adult entertainment industry focuses on the challenges of creating explicit content
without consent, recognizing the need for transparency, accountability for non-
consensual content, and raising public awareness. The study used the Error Level
Analysis technique to detect potential deepfake manipulations in digital images. Using a
qualitative methodology, we surveyed only male participants to understand their
perceptions towards deepfake technology. The findings revealed concerns for non-
consensual content creation, privacy, and individual rights. Future works suggest the
need for enhanced regulatory frameworks, content moderation measures, and industry-
wide guidelines to address the ethical dilemmas arising from deepfake technology's rapid
progress.
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INTRODUCTION

As of 2022, the global population stood at around 7.95 billion, with females accounting for approximately
49.69% of the total population (World Bank, 2023). About 1.7% of adult women have engaged in the
pornography industry at some point in their lives. This represents the prevalence of the pornography industry
in our society. It shows that a significant portion of adult women have participated in adult entertainment
industry, indicating the widespread impact of pornography.

Kantianism is a moral system grounded in principles of duty, autonomy, and categorical imperative (Quinn,
2015). Kant argued that ethical behavior should be based on universal principles that are applicable in different
situations and every individual should always be worthy of respect and dignity (Misselbrook, 2013). With the
excessive use of artificial intelligence, we, the researchers, argued this ethical theory is relevant in discussion
as it includes valid reactions to unethical actions, particularly in deepfake technology in the context of
pornography.

ML (Machine Learning) involves the development of algorithms designed to learn and adapt from presented
data, empowering systems with prediction and decision-making capabilities. (LeCun et al., 2015). On the other
hand, DL (Deep Learning) uses neural networks which represent nodes that send information to the model’s
learning process. The layers involve receiving data, processing information, and producing the results therefore
coined the term “deep” because it can extract features from the raw input, improving the model's ability to
recognize and represent patterns. (Deng & Yu, 2014). Al (Artificial Intelligence) together with ML and DL
have advanced quickly, allowing the evolution of tools and techniques using media for manipulation (Soori et
al., 2023). One example use of manipulated media is “Deepfake” technology, which mimics human faces and
voices, based on deep learning algorithms that allow them to blend reality with ease (de Ruiter, 2021).
According to Nguyen et al., (2022), they discovered that deepfakes are produced using deep learning techniques
and show realistic videos or images enabling human-like manipulation. The initial development of deepfake
technology already had explicit content using the faces of individuals including famous celebrities (Rini et al.,
2022) and was termed in late 2017 after an unnamed Reddit user who used deep learning techniques to switch
another person’s face for explicit content (Albahar & Almalki, 2019). As deepfake became popular, several
studies have already shown that deepfake technology has become a tool to create manipulated content. The
study of Lee and Mirsky (2021) suggests that it was found how simple and accessible it was to use this
technology for unethical purposes such as attacking innocent people by damaging their reputation. Users who
create deepfake content may use any type of media available such as images or recordings to alter or manipulate
that misrepresent someone make statements that different from their actual words or actions (Okolie, 2023;
Khichi et al., 2021; Chesney & Citron, 2019). The use of deepfake technology has become more widespread
in the adult content to create explicit material that showcases the appearance of celebrities, public figures, or
individuals who may not be aware of it (Semwal, 2020). This raises ethical concerns regarding consent and the
possibility of damaging the reputations of these individuals. Consent refers to the agreement where two parties
mutually agree on certain situations. In deepfake technology, Chesney & Citron (2019) defined the distribution
of pictures that are sexually explicit without permission. As deepfake technology rapidly becomes a threat to
society especially targeting women without their consent, deepfake technology is becoming more popular
because it allows users to make realistic videos and audio that they can easily distribute through the internet.
(Lucas, 2022). This raises serious ethical and privacy concerns, as it involves the potential misuse of deepfake
technology for non-consensual and harmful

purposes (de Ruiter, 2021).

Transparency, a crucial aspect in the realm of deepfake detection, empowers users to discern between authentic
and manipulated content, fostering trust, and promoting a responsible integration of this technology. In the
pursuit of transparency, ELA (Error Level Analysis) emerges as a technique for identifying potential
manipulations in digital images. While some deepfakes are produced through traditional computer-graphics
approaches, a prevalent and recent mechanism for deepfake creation. This technique involves using advanced
computer programs called deep learning model known as Generative Adversarial Networks (GANSs), which are
usually used tasks related to computer vision (Nguyen et al., 2022). However, in the context of detecting
manipulated images, ELA provides more easy approach. Zhang & Zhao (2020) used and concluded that ELA
based on detecting variations in compression levels within an image, offers a transparent means of assessing
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potential manipulations. Unlike GANs, ELA involves a systematic analysis of error levels in JPEG (Joint
Photographic Experts Group) images. By analyzing the compression levels, ELA aids in the identification of
potential deepfake manipulations. The choice of ELA analysis in our study aligns with the need for a transparent
and widely applicable approach, given that JPEG is the standard image format on the internet.

Accountability is a fundamental aspect of deepfake technology. Individuals engaged in creating, sharing, or
interacting with deepfakes must assume responsibility for their actions (Dagar et al., 2022; Ohman, 2021). The
ethical dilemmas surrounding identity and its association with deepfakes emphasize the challenges of holding
individuals responsible, particularly when it involves altering someone's appearance and unique attributes. The
impact of synthetic media on individual rights and the pressing need for accountability to prevent the
exploitation of identities are significant concerns. While the focus may be on safeguarding reputation, as
highlighted in Ohman's study (2021), it is essential to establish systems to hold accountable those who produce
and disseminate manipulated media intended to cause harm.

Raising public awareness is a process that educates individuals and improves their awareness of specific issues,
risks, or phenomena. The lack of public awareness concerning deepfake technology is particularly concerning
in the era of artificial intelligence. Deepfake technology is rapidly evolving and advancing. Patel et al., (2023)
explain that humans are increasingly losing the ability to differentiate between authentic and manipulated
videos. The lack of awareness leaves individuals vulnerable to false information, creating difficulties for them
when identifying between authentic and manipulated content. As a result, this creates opportunities for
malicious actors to target individuals and spread false information, allowing deepfakes to remain undetected
(Al-Khazraji, 2023).

This study will be guided by Kantian ethics as a framework to examine the ethical implications of deepfake
technology use in the pornographic industry. It seeks answers with a primary focus on respecting consent,
promoting transparency, ensuring accountability for non-consensual content, and promoting public awareness.

LITERATURE REVIEW

This section addresses the ethical considerations in deepfake technology in the context of pornography through
the five variables: Respecting Consent, Promoting Transparency, Accountability for Non-consensual Content,
Promoting Public Awareness and addressing the rapid growth of pornographic industry. Each section provides
insights, viewpoints, and addressing challenges.

Respecting Consent

According to Jacobsen & Simpson (2023), they emphasized the importance of consent respecting the rights
and autonomy of an individual. The study explained the significance of obtaining consent to prevent abuse of
using deepfake technology, especially the production of non-consensual materials and how such content,
particularly when depicting women violates their autonomy and dignity. Despite the growing influence of
deepfake technology, this calls for enforcing permission for content creation and distribution to protect
individuals from abuse and exploitation. The research also suggests that addressing deepfake issues requires
an approach beyond detection, focusing on ethical implications. When it comes to non-consensual deepfake
pornography, digital content that features a person's face in explicit material is not allowed to be included (de
Ruiter, 2021). Additionally, the study states while deepfakes could potentially violate moral standards, but they
may not necessarily be morally incorrect because technology can be used for beneficial purposes.

Promoting Transparency

Plaisance (2007) asserts that Kant's work establishes a connection between the integrity of actions and human
dignity. The significance of truth lies not only in preventing negative consequences of lying and deception but
also in fulfilling our responsibility to respect the rational agency and free will of all individuals with whom we
engage in communication.". Kant deemed that respecting and valuing the truth is a way of showing that each
person is important and has the freedom to make their own choices. When we choose to be

honest in what we do and say, it's not just about following a moral duty. It's also about helping to build a
community where everyone is treated as valuable individuals, not just as tools for someone else's goals. So,
according to Kantian ethics, telling the truth is important because it's a moral obligation that comes from
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recognizing and protecting the ability of each person to think and act freely, which is something we all share
as humans.

Accountability for Non-consensual Content

The moral and ethical implications of utilizing someone else's likeness using manipulated media without a
person's consent are the main concerns in deepfake technology as discussed by Ohman et al., (2023). The study
concluded how difficult it is to determine who is responsible when someone's identity is used for malicious
activities. The article concluded that determining responsibility for improper use of someone's identity is
challenging. To hold individuals or entities accountable, ethical, and legal norms must be established to
safeguard people from having their identities being manipulated. Novelli et al., study (2023), they examined
the difficulties in ensuring accountability. It also explores the values, practices, and safety measures that should
be taken to achieve compliance, report, and enforcement. In applying this analysis to Al, they adopted a goal-
based approach to assess policy strategies, considering some factors such as proactive or reactive use to hold
people accountable.

Promoting Public Awareness

Story & Jerkins (2023), states that nonconsensual distribution of deepfake pornography is wrong as it violates
a person's right to protect their identity, therefore violating the Kantian principle of treating individuals as ends
in themselves. Increasing people’s knowledge and consciousness is crucial, reducing the amount of potential
misuse of deepfake technology (Mahmud et al., 2021). The promotion of public awareness about the ethical
implications of deepfake technology, particularly in the pornographic industry, can be approached using
Kantian principles. The study highlights the importance of being aware of nonconsensual deepfakes due to
their high degree of immediacy, aligning with the Kantian principle of autonomy. Al-Khazraji et al., (2023)
investigates how deepfakes can be spotted through the spread of false information might serve potential
consequences on public trust. To achieve public awareness, the study recommends mitigation strategies, which
involve advanced technology for detection of deepfakes and strengthening platform policies. Moreover, the
study of Westerlund (2019), to combat the difficulties associated with deepfake technology, enhancing
legislation and regulation of policies, improve education and training are some of the required measures being
taken to combat deepfakes.

Pornography Industry Statistics

The porn industry became the entry point for creation, distribution, and consumption of explicit materials as a
form for adult entertainment. The market includes subscription of adult websites, production, and selling of
adult toys. The industry is a considerably vast market generating an estimated annual revenue of approximately
$172.89 billion. The industry is expected to grow by 2030 reaching nearly $248.18 billion revenue if the current
trend persists based on the 2023 adult entertainment market global analysis by Maximize Market Research
(2024). A study published by Miller et al., (2020), revealed that at least 40% of men in their 20s and 30s
consider themselves regular consumers of pornography. Among these statistics, it is highlighted that 35% of
all internet downloads are related to explicit content. Ethical concerns persist, as evidenced by the fact that
only 12% of pornography sites require age verification. Pornography industry allows the rise of deepfake porn
sites and according to Ohman (2019), it allows the creation and distribution of manipulated content
superimposing people’s faces on explicit contents through forms of images and videos. The likelihood of
female internet users being able to access pornographic websites was found to be lower than that of male users.
According to the study by Lewczuk et al., (2022), 27% of female internet users and 47% of male internet users
visited pornographic websites, respectively. The analysis also found that, apart from the youngest class of 7—
12 years old, access to pornographic websites is less common among women compared to men across all age
groups. In this age group, the likelihood of visiting pornographic websites was similar for both sexes, with 27%
of women and 25% of boys having access to them.

DATA & METHODOLOGY
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This study uses a case study methodology to evaluate specific instances where deepfake technology has raised
ethical concerns. This method will provide in-depth analysis of real-life examples, which contributes to a
deeper understanding of the ethical challenges posed by deepfake technology.

We identified three (3) specific constraints for our investigation. First, it was delimited surveying only male
participants since our study is mainly applicable to the experiences and viewpoints of men through deepfake
technology in pornography industry. Second, due to time constraints, this study is delimited to a specific sample
size, focusing on thirty (30) male participants. We decided to shorten the sample size to ensure a detailed
analysis of data. And lastly, we acknowledge the potential advantages of using Al software tools with
subscription. However, within the constraints of limited financial resources, the subscription of Al software
tools is restricted. Therefore, we only used a free software tool for detecting manipulated content posed by
deepfake technology.

Our study employed a qualitative approach to collect and analyze data. This approach is advantageous because
it offers a deeper understanding of ethical challenges, allowing for a more detailed examination of moral
principles. Furthermore, using qualitative approach will provide deeper insights to real-life situations as stated
by Moser & Korstjens (2017).

The survey was conducted on Facebook — a social media platform with its extensive user base, through which
we facilitated data collection. Before granting participants access to the Google Form link, we presented them
with an overview of the study including its objectives and data gathering process. Before the respondents
answered the questionnaire, we ensured their eligibility by confirming that they are of legal age, as our study
focuses on a sensitive topic. Additionally, our questionnaire requested permission from respondents, assuring
them that their answers will be kept confidential, and their responses will not be used for any other purpose.
We also obtained their consent, informing them that they have the option to decline to answer the questionnaire.
During this phase, the participants were presented with 10 models and asked to identify whether the image is
real or manipulated. Furthermore, our data collection process involved testing a total of 50 models on different
websites that were known to create and distribute explicit content made using deepfake technology. All the
models were examined through an Al software tool, which helped us determine how common deepfake
pornography is on various platforms.

Al Software Tool: Fake Image Detector

The Al software tool used in this study is Fake Image
Detector and played a crucial role in our data collection
and content analysis. This tool is freely available online
and has been developed to identify manipulated or
modified images through the implementation of Error
Level Analysis (ELA) technique using JPEG image
format. ELA as defined by Azhan et al., (2022) is used
in digital image analysis to identify areas within an
image that may have been manipulated or edited by
detecting differences in the compression levels of an
image. ELA was experimented with and shows
reliability using JPEG compression, image slicing and
image retouching (Bakiah Abd Warif et al., 2015). We
employed this Al tool due to its demonstrated efficacy A B

as validated by Zhang & Zhao (2019).

As shown in Fig. 1, we performed a series of steps using ELA. First, we used a human model generated by Al
(see fig. 1, image A) to test if the image was modified. Second, we resized images to lower pixels to optimize
computational efficiency and detect features without compromising detection capabilities. Third, we cropped
images to 300x300 pixels, allowing for a more comprehensive examination of facial features while ensuring
accuracy and efficiency during testing. And lastly, we convert images to the JPEG format to meet the software
detector's requirements. This process addresses image dimensions, format, and resolution, establishing an
effective testing for Error Level Analysis (ELA). The Error Level Analysis (ELA) technique plays a role in

detecting manipulated images. The white dots in the error maps indicate potential manipulation or compression
- - |
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within the images. These white dots as encircled (see fig. 1, image B) indicate variations in compression levels,
suggesting potential image manipulations. As a result, areas with manipulated or compressed content display
a distinct pattern of white dots in the error maps. Interpreting these white dots as indicators of manipulation
aligns with ELA's fundamental principle, highlighting regions where compression levels differ, indicating
potential image content alterations.

Ethical Consideration

To adhere to the ethical guidelines, our study titled 'Ethical Implications of Deepfake Technology in the Context
of Pornography Through a Kantian Perspective,’ affirms that we, the researchers, are of legal age to conduct
this study. This ensures that we bring the necessary maturity to examine the sensitive discussions of deepfake
technology in the context of pornography. Additionally, all respondents who participated in the survey were
also of legal age. Furthermore, we prioritize the rights of participants in which the procedures used for gathering
data require informed consent allowing them to withdraw without facing any consequences and ensure
confidentiality to protect the participant’s anonymity.

RESULTS AND DISCUSSION

As shown in table 1, data gathered from the survey reveals that all respondents gave their consent to participate
in our study. A total of 30 participants were asked to specify their age range, with 83.3% out of 30 respondents
falling within the 18-25 age bracket.16.7% of respondents are aged 26-35. Respondents were also asked to
state their highest educational attainment considering that people with different levels of education may have
potential knowledge toward the deepfake technology. Results indicate that 50% of respondents are currently in
college and 26.7% of respondents have completed their high school, while 20% have completed their
bachelor’s degree.

Table 1 — Summary of Demographic Profile

Category Responses Percentage (%)
Respondent’s age range

Age 18-25 25 83.3
Age 26-35 5 16.7

Age 36-45 0 0

Age 46 and above 0 0

Highest educational attainment

High school diploma 8 26.7

College undergraduate 15 50

Bachelor’s degree 6 20

After gathering their demographic profile, we presented 10 deepfake images to the respondents, allowing them
to select between “Yes” option suggests that the image has been deemed a deepfake and “No” option suggests
that the image is believed not a deepfake. In addition, we asked the participants about their willingness to pay
for a subscription for deepfake pornography websites, giving us insights on their perceptions in deepfake
images. Out of 30 participants, only one respondent (3.3%) showed a willingness to pay for deepfake content,
while the vast majority of 29 respondents (96.7%) expressed no interest in subscribing to this industry
suggesting a minimal level of willingness to support or engage with deepfake content.

As shown in table 2, we observe that models 1, 2, 3, 4, 7 and 10 with 60%, 83.3%, 53.3%, 73.3%, 53.3% and
80% respectively revealed that participants perceived certain characteristics or features in the image presented
that led them to believe it was created using deepfake technology, therefore most of the respondents can identify
between real and deepfake content. However, in models 5, 6 and 9 shows uncertainty where respondents
believed that it was not deepfake with 63.3%, 53.3% and 56.7% respectively.This indicates difficulties in
identifying deepfake content. Therefore, it was revealed that some of the respondents were likely deceived.
The findings of this study also revealed that all the models on each of the five platforms were identified as
using deepfake technology to produce explicit content. It shows that the models were found to be engaging in
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the production of explicit material using deepfake technology. This indicates the prevalent creation,
distribution, and consumption of deepfake in adult industry.
Table 2 — Participant Responses Across Ten Models

Category Responses
Model Yes(%) No(%)
1 60 40
2 83.3 16.7
3 533 46.7
4 73.3 26.7
5 36.7 63.3
6 46.7 533
7 533 46.7
8 50 50
9 433 56.7
10 80 20

Based on the presented findings, first, we agree with Jacobsen & Simpson (2023), that consent is important in
preventing misuse this technology when it comes to non-consensual content. Kantian ethics underscores the
importance of respecting each person's autonomy and dignity. The analysis of explicit content across various
websites reveals a consistent disregard for consent. This shows ethical concerns where models, regardless of
whether they are authentic or synthetic, often do not provide explicit consent to be featured in explicit content.
During the testing of 50 models on five websites, it was revealed that these websites openly acknowledge the
nature of the material they offer. Transparency, a core principle of Kantian ethics, is upheld through honesty.
The findings indicate that content and models are commonly either computer-generated or modified images
without the subjects' consent. To enhance transparency, the website should implement age authentication and
clearly label the material as deepfake. Additionally, users should be provided with information about the Al
origins of the models and any potential risks or ethical concerns associated with viewing such content.

The issue of accountability for non-consensual content is evident in this scenario. The production and
distribution of explicit material on pornography websites without the consent of the individual depicted is a
matter of concern. Whether the models are Al-generated or manipulated images, addressing the responsibility
for the creation and distribution of deepfake pornography is essential. In terms of accountability for non-
consensual content, our study aligns with the moral and ethical dilemmas regarding the unauthorized use of
people's likenesses that have been clarified by Ohman et al. (2023) and Novelli et al. (2023). Our research
contributes to this discussion by highlighting the need for strong legal frameworks to reduce identity theft.
Ensuring accountability for their actions is important, as it may discourage the creation and spread of non-
consensual deepfakes, while safeguarding the rights and respect of individuals involved. For platforms that
host adult content, it is essential to establish strong content moderation measures and addressing reports of
non-consensual material are essential steps.

Raising awareness among the public is essential for educating individuals about the potential risks and
consequences associated with viewing deepfake pornography. A significant portion of the population may not
be aware that the explicit content is manipulated and does not involve real individuals. Through promoting
public awareness, individuals can acquire the skills to identify and differentiate deepfake material, appreciate
the importance of respecting consent and privacy, and actively support legal and regulatory measures against
the dissemination of non-consensual deep fakes. Furthermore, increasing awareness about the use of Al in
generating content can help users recognize the fictitious and non-consensual nature of the material. Such
actions may include informative campaigns, educational materials for the community, and collaboration with
schools and local groups to enhance understanding of online safety and promote positive attitudes towards
sexual behavior.

CONCLUSION
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It was clearly revealed the importance of transparency in online creation, especially in the use of deepfake
technology. We have observed that websites openly acknowledge that they generate their content using Al,
specifically deepfake technology. This transparency helps users make informed decisions about their content
as it promotes trust and encourages responsible consumption practices using deepfake technology. However, it
is essential that one should consider that transparency represents just one aspect of the broader ethical
implications surrounding deepfake technology. To further address ethical concerns related in using deepfake
technology in the adult entertainment industry, this study recommends future research should focus at
respecting consent, promoting responsible content creation, protecting user privacy, and mitigating potential
harm. These actions are important to make sure that deepfake technology is used ethically and responsibly on
online platforms.
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